MamMATKa no 6e30nacHOCTU WKOJIbHMKOB B CETU MHTepHeT

C kaxabIM ro4OM MOJIOAEXM B UHTEPHETE CTAaHOBUTLCS BOrbLUE, a LUKOSTIbHUKA O4HU U3
CambIX aKTUBHbIX Nosib3oBatenen PyHeta. Mexay TemM, MOMMMO OrpOMHOrO KofinyecTsa
BO3MOXXHOCTEWN, MHTEPHET HEeCeT M NpobremMbl. ATa namsaTKa JOSMKHA NoMoYb Tebe
6e3onacHO HaxoanTbCS B CETU.

KomMmnbloTepHble BUPYCbI

KoMnblOTEPHbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMBIOTEPHbLIX NPOrpamMm, OTSIMYUTESTbHON
0COBEHHOCTBLIO KOTOPOW ABMNSETCH CMOCOBHOCTb K pa3MHOXeHUI0. B gononHeHue K aTomy,
BMPYCbl MOTYT NOBPEAUTb UITM MOMHOCTBLIO YHUMTOXUTL BCe ddanrbl U AaHHbIE,
NOAKOHTPOSbHbIE NOMNb30BATEN0, OT MMEHW KOTOPOro Obina 3anyLleHa 3apaxxeHHas
nporpamma, a Takke noBpeauTb NN Jaxe YHUUTOXUTb OnepaLoOHHY CUCTEMY CO BCEMU
hannamm B uenom. B 6onblWIMHCTBE Cny4YaeB pacnpoCTPaHSTCS BUPYChl Yepe3 MHTEPHET.
MeToabl 3aWmTbl OT BP€AOHOCHbLIX NPpOorpamMmm:

* Vicnonb3yi coBpeMeHHbIEe onepaunoHHbIE CUCTEMBI, UMELNE CEPbE3HLIN YPOBEHb
3aWmThbl OT BPE4OHOCHbLIX Nporpamm;

* [MocTosiHHO ycTaHaBnNMBan navTh (UMpPoBbLIE 3annaTkun, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBaOTCA C Lenbio JopabTkm nporpammbl) 1 Apyrne 0OHOBIIEHUS CBOEW
onepaumoHHoM cuctembl. CkaumBam Ux TONbKO C opuumanbHoro canta paspabotumka OC.
Ecnu cywecTtByeT pexvm aBToOMaTtnyeckoro 0GHOBNEHNS, BKIHOYX €ro;

* OrpaHnyb (hmsnyecknin JOCTYN K KOMMNbOTEPY AN MOCTOPOHHUX NnL,;

* Vicnonb3yi BHELWHWEe HocuTenn nHopMaunn, Takme Kak dreLuka, AUCcK nnu dann s
WNHTEpHEeTa, TONbKO U3 NPpOdEepPEHHbIX NCTOYHUKOB;

* PaboTan Ha cBoeM KOMMbOTEpPE NoA4 NpaBaMu Nnosnb3oBaTesns, a He agMuMHUCTpaTopa. JOTo
He No3BONUT 6ONBLLUMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTanInpoBaTbCa Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

* Vicnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl M3BECTHLIX NPOU3BOAMTENEN, C
aBToMaTn4eckum obHoBreHnem 6as;

* He oTKpbIiBan KOMMbIOTEPHbIE hansibl, NONy4YEeHHbIE U3 HEHAAEXHbIX MCTOYHMKOB. [Jaxe Te
annbl, KOTOpbIe NpUcnan TBON 3HAKOMbIN. Jlyylle yTOYHU Y Hero, oTrnpasnsan fim oH Tebe
nx.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepefaydn AaHHbIX, HE TEXHONOrns, a Bcero nuwb 6peHa, mapka. Euwe B
1991 rogy HuAepnaHackas komnaHus 3apernctpmposana 6peng « WECAy, uto
obosHavano cnosocoyeTaHne «Wireless Fidelity», koTopbin nepeBoguTcs Kak
«becnpoBogHas To4yHOCTbY. [10 Hallero BpeMeHu gowrna gpyras abbpesuatypa, Kotopas
ABMSETCH TaKOW Xe TexHorormnen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHue ObINO AaHO
C HaMeKOM Ha CTaHAapT BbICLLMIN 3BYKOBOW TexHUKM Hi-Fi, 4TO B nepeBoge o3HavyaeT
«BbICOKasA TOYHOCTbY.

Ha, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, OTENAX U adponopTax sABMsSeTcs OTIINYHON
BO3MOXXHOCTbHIO BbIXO4a B MHTEPHET. HO MHOrMe 3KcnepThl CYMTAIOT, YTO 06LLEea0CTYNHbIe
Wi-Fi ceTun He aBnstoTcsa 6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTn paboTe B 06wenocTynHbix cetax Wi-fi:

* He nepenaBaii cBOIO NMYHYIO MHpopmaumto Yepes obienoctynHele Wi-Fi cetn. Pabotas
B HUX, XXenaTtenbHO He BBOAUTb Naposnn AOCTyna, SIOrMHbl U Kakne-To Homepa;

* icnonb3yi 1 06HOBNAM aHTUBMPYCHbIE NporpamMMbl U 6paHamayep. Tem cambiM Tbl
obesonacullb cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;



* Mpwn ncnonesosaHuun Wi-Fi otkntoum doyHkumo «OBLwmin aoctyn K oarnnam m npuHTepamy.
[aHHaa pyHKUKMA 3aKkpbITa N0 yMOMNYaHUIO, OOHAKO HEKOTOpPbIE MONb30BaTeENN akTUBUPYIOT
eé€ ansa ynobcTea ucnonb3oBaHus B pabote nnu yyebe;

* He ncnoneayn ny6nmnyneii WI-FI gns nepegayum nuyHbIX 4aHHbIX, HANpUMEpP A5 BbIXO4a
B coLMarnbHble CETU UNN B SNIEKTPOHHYIO NOYTY;

* iInonb3yn TOnbKO 3alumiieHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBoAN MMEHHO «https://»;

* B mobunbHom TenedoHe oTkntoum pyHkumio «lMNogknoveHme k Wi-Fi astomaTtndeckny». He
AOoMnyckan aBToMaTn4eCcKoro noakniodeHnsa ycrponctsea k cetam Wi-Fi 6e3 TBoero cornacus.
CoumnanbHble ceTu

CouuanbHble CeTM akTMBHO BXOAST B HaLy XXWU3Hb, MHOTUE Noan paboTaloT M XKUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpnpoBaH munnuapg, 4esoBek, YTO SABMSeTCA OQHON
ceabMoW Bcex xuTtenen nnaHeTsbl. MHOrnme nonb3oBatenn He NOHUMAtOT, YTO MHGOpMaUus,
pasMeLleHHas UMM B colmarnbHbIX CETAX, MOXET OblTb HangeHa U MCNOoNb30BaHa KemM
YyrogHo, B TOM YMcre He 0b6s13aTenbHO ¢ 6narmmm HamepeHnsmu.

OCHOBHbIe coBeTbI N0 6€30MacHOCTU B couMarnbHbIX CeTAX:

* OrpaHunyb cnucok apysen. Y 1ebsa B Apy3bax HE AOMKHO BbITb CNyYanHbIX U HE3HAKOMbIX
noaen;

 3awmian CBoOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTy TBOero
POXAEHWS U APYIYIO NUYHYKO MHGOPMaUUIO. 3rI0YMbILLNIEHHUKN MOTYT MCNONb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl U TBOM poaAUTENM NNaHnpyeTe NPOBECTU KaHUKYIbI;

» 3awmian cBot penyTaumio - AepXKu ee B YACTOTe U 3agaBan cebe Bonpoc: xoten 6bl Thl,
yTOObI ApYyrMe nonb3oBaTenu BUAENK, YTO Thbl 3arpyxaewwb? [logyman, npexae Yem 4To-To
onybnukoBaTtb, HanucaTb U 3arpy3unTb;

* Ecnu Tbl roBOpuLLb C NOAbMMU, KOTOPLIX HE 3HaELLb, HE UCMOMb3Y CBOE pearibHoe UMS 1
APYryo NINYHYIO MHOPMaUUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

* N3beran pasmelwleHna potorpaduin B IHTepHeTe, rae Tbl n3obpaxkeH Ha MECTHOCTH, Mo
KOTOPOW MOXHO ONpeaenuTb TBOE MECTOMOSOXKEHNE;

* [pu pernctpauum B coumanbHOM ceT HeobxoaMMOo MCNONb30BaTh CIIOXKHbIE Naponu,
cocTosilmne n3 BykB 1 UMpP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

 [1ns coumanbHOM CeTU, NOYThl U APYrnMX CanToB HEOBXOAMMO UCMONb30BaTb pasHble
naponu. Torga ecnu Tebs B3fioMatoT, TO 3MTI0YMbILUNIEHHUKN NOSTy4aT AOCTYN TOMBKO K
OAHOMY MECTY, a He BO BCe cpasy.

OneKTPOHHbIe AeHbIU

OnNEeKTPOHHbIE AeHbMN — 3TO O04YeHb YAOOHbIN cnocob nnaTexemn, OAHAKO CyLLeCTBYIOT
MOLLEHHMKN, KOTOPbIE XOTAT NOSYYnTb 3TN AEHbBIN.

OnNeKTPOHHbIE AEHbIV NOSIBUNNCH COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcTBax o CMX Nop He NPonmncaHo Npo HUX B 3akoHax. B Poccum ke oHu
PYHKLMOHUNPYIOT U O HUX Y)XXKE NPOMUCaHO B 3aKOHe, IAe UX pa3faensitoT Ha HECKOMbKO BUOOB
— aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpoBoaAuTb onepauun 6e3 naeHTUdUKaL MM nonb3oBaTens, a B
HeaHOHMMHbIX NOEHTUdMKaALUN NoNb3oBaTens SABNseTcs 0683aTenbHON.

Takke cnegyeT pasnuyatb ANeKTPOHHbIE naTHble AeHbMM (PaBHbl rOCYAapCTBEHHbIM
BanTaMm) 1 3NeKTPOHHbIE HedunaTHble AeHbIM (He paBHbl FOCY4apCTBEHHbBIM BantoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEKTPOHHLIMU AEeHbraMMU:

* [MpuBsXM K cHeTY MOBUMBHbLIN TenedoH. OTO camblil YO0OHbIN 1 BbICTPLIN cnocod



BOCCTaAHOBUTb AOCTYN K c4eTy. [NpuBsA3aHHbIn TenedoH NOMoXeT, ecnu 3abyaellb CBOM
nnaTeXxHbIW Naposib NNy 3anjellb Ha canT C HE3HAKOMOro YCTPOMUCTBA;

* icnonb3yn ogHopasoBble naponu. Nocne nepexona Ha ycuneHHy aBsTopusauuto Tebe
yXXe He ByfeT yrpoxaTb ONacHOCTb KpaXku UM nepexsarta NiaTexXHoro napons;

* Boibepu cnoxHbeii naponb. NpectynHukam 6yaeTt He NpoCcTo yragaTh CNOXHbIA Naposb.
HapexHble naponn — 370 Naponu, KoTopble coaepxaT He MeHee 8 3HaKOB W BKITHOYaloT B
cebs1 CTpOYHbIE M NPONUCHbIE BYKBbI, LMMPbI U HECKOMNIbKO CMMBOJIOB, TaKMe Kak 3HaK
gonnapa, pyHTa, BocKnuuaTtenbHbi 3Hak 1 T.n. Hanpumep, $tROng!;;

* He BBOAM CBOM NYHbIE AaHHbIE HA CalTax, KOTOPbIM He JoBepsieLlb.

AneKTpPOHHaA noyrta

ONEeKTPOHHAadA NoYTa — 3TO TEXHOMOIMSA U NpeaocTaBnsgeMble e YCnyru no nepechbiske u
NOMYyYEHMIO SNEKTPOHHbBIX COOBLLIEHNI, KOTOPbIE pacnpenensaTcs B KOMMbIOTEPHOW CETU.
OObIYHO 3NEKTPOHHbIV MOYTOBLIN ALLMK BbIMMSAAUT criegyowmm obpasom:
NMSA_Nonb3oBaTensa@uMs_aoMeHa. Takke Kpome nepegaymn npocToro TekcTa, umeeTcs
BO3MOXXHOCTb NnepeaaBaTb hansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTte ¢ 3NEKTPOHHOM MOYTOMN:

* Hago BbIGpaTb NpaBuribHbIA MOYTOBLIN CePBUC. B MHTEpHETE eCTb OrPOMHbIN BbIGOP
BecnnaTHbIX MOYTOBbLIX CEPBMCOB, O4HAKO Ny4lle LOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbl B PEUTUHTE;

* He ykasbiBaln B NUYHOM NOYTE NMYHYIO HopmMaumo. Hanpumep, nydwe Bbibpatb
«My3blKanbHbIN_aHaT@» nnn «pok2013» BmecTo «Temal3y;

* Micnonb3yn AByxaTanHylo aBTopu3auuio. AT Korga NOMUMO Napons HYXXHO BBOAUTb Kof,
npucbinaembin no SMS;

* Boibepu cnoxHbln naponb. [1na KaXkaoro NoYToBOro siLMka AomkeH ObiTb CBOW
HaOeXHbIW, YCTONYUBbLIV K B3rIOMY Maporib;

* Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW JIMYHbIA BONPOC, UCMOSb3yn 3Ty
BO3MOXHOCTb;

* Mlcnonb3yim HECKOSMbKO NOYTOBbLIX SALWMKOB. [MepBbI 4NA YaCTHOW Nepernmcku ¢
agpecaTamu, KOTOPbIM Tbl AOBEpSELLb. OTO 3NEKTPOHHbIN aApec He HaZo UCNOoSb30BaTb
npv permcTpauumn Ha popymax u camTax;

* He oTkpbiBan havinbl 1 Apyrve BrOXeHUs B NMMCbMax Aaxe eCnun OHW MPULLNKN OT TBOUX
apysen. Jlydiwe yTouHM y HUX, OTNPaBnsany N oHn Tebe aTn dhannel;

* [Mocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKIALKU C CAUTOM He
3abyab HaxaTb Ha «BbinTny.

Kn6epOynnuHr nunu BupTtyanbHoe usaeBatenbCTBO

KubepbynnuHr — npecnegosaHvne coobLLeHnaMmM, CoaepXaLlmmMmm ockopbneHus, arpeccuio,
3anyrmeaHue; XynuraHcTeo; coumnanbHoe BONKOTUPOBaHME C MOMOLLLIO Pa3NNYHbIX
NHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnuHrom:

* He 6pocarica B 6oi. Jlyqwmin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNKN HET TOoro, K
KOMY MOXXHO 06paTUTbCS, TO BHa4arne ycnokontbcs. ECnu Tbl Ha4YHeLLb OTBeYaTb
ockopbrieHnaAMN Ha ockopbneHnst, TO TONbKO elle 6onblue pasoxKeLlb KOHIUKT;

* YnpaBnsan ceoen kubeppenytaunen;

* AHOHMMHOCTb B ceTh MHUMasi. CyLLecTBYOT CNOCObbl BbIACHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

* He cTouT BecTun xynuraHckuim obpas BUPTyanbHOW XU3HU. IHTepHeT uKcupyeT Bce TBOU
AEUCTBUS U COXpaHsieT nx. Yaanutb ux byaeT KparHe 3aTpyaHUTENBHO;

» Cobnitogai cBon BUPTyarnbHYK YeCTb CMONOAY;



* IrHopmpyn eanHn4yHbIn Heratue. OgHopa3oBble OCKOpbUTENbHbIE COOOLLEHMS NyYLle
urHopuposaTtb. OBbIYHO arpeccusi NpekpaLwaeTcs Ha Ha4yanbHOW cTaguu;

 baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHNSIMU, B COLMANbHbIX
CeTHAX eCTb BO3MOXHOCTb BITOKMPOBKM OTNpaBKM COOBLLEHNI C OnpeaeneHHbIX aapecos;
» Ecnu Tl cBngeTens knbepbynnuHra. TBoM AeNCTBUSA: BbICTYNUTb NPOTUB
npecnegoBaTtens, nokasatb €My, 4TO ero 4ENCTBUS OLLEHNBAKOTCA HEraTUBHO, NogaepXaTtb
XXepTBY, KOTOPOM HY)XHa MCMXOonornyeckas NoMoLLb, COOOLUTL B3POCTbIM O dhakTe
arpeccuBHOro NOBEAEHUS B CETMU.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapTOHbI 1 NNaHLWeTbl cogepkaTt B cebe BNonHe B3pOChbIi
dyHKUMOHAN, U Tenepb OHW MOTYT KOHKYPMPOBAaTb CO CTaLMOHapHLIMU KOMMNbOTEPAMM.
OpHako, cpeacTB 3almThl ANsi NOAO0OHbIX YCTPONCTB NOKa O4eHb Marno. TecTupoBaHue m
NMOUCK YSI3BUMOCTEN B HUX NPOUCXOOMUT HE Tak MHTEHCUBHO, kak ang K, 1o xe camoe
KacaeTcst U MOBUMbHbLIX NpUnoXxeHnn. CoBpeMeHHbIe MOBUIbHbIE Bpay3epbl yxe
NPaKTUYECKM OOrHaNM HacTofbHbIE aHanorn, ogHako pacmpeHme oyHKUnoHana srneyeT
3a cobor BOMbLUYI0 CITIOXXHOCTb U MEHbLUYH 3alMLLIEHHOCTb. [laneko He Bce
Npon3BOANTENM BbINYCKalOT OOHOBNEHNS, 3aKpbIBAKOLLME KPUTUYECKME YSI3BMMOCTM ANs
CBOMIX YCTPOWCTB.

OcHOBHbIe coBeTbl AN 6e3onacHOCT MObUNbLHOro TenecoHa:

* Hnyero He siBnsieTca no-HacTosiwemy becnnaTHbIM. Byab oCTOpOXeH, Beab koraa tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO MaTHble YCIyru;
» [lyman, npexae 4yem otnpaBntb SMS, poTo unu Buaeo. Tbl TOYHO 3HaELWb, rae oHn ByayT
B KOHEYHOM uTore?

* Heobxoanmo oBHOBNATE ONepaLMoHHY0 CUCTEMY TBOEro CMapT(OHa;

* Vicnonb3yi aHTMBMPYCHbIE NpOorpamMMbl At MOBUINbHbBIX TENEdOHOB;

* He 3arpyxxan npunoxxeHns oT HEM3BECTHOrO UCTOYHMKA, BEb OHWU MOTYT coaepaTb
BpeaoHOCHOE nporpamMmMHoe obecrneyeHune;

* [locne Toro Kak Tbl Bblgelb C canTa, rae BBOAWUIT NNYHY MHGOpMaUnto, 3anauv B
HacTpourku bpaysepa u yganm cookies;

* Meprnogunyeckn NpoBepsAn Kakme nnaTHble YyCnyrn akTBMpOBaHbI Ha TBOEM HOMEPE;
 [laBan cBor HoMep MOBUNBLHOro TenedoHa TOMbLKO NMOASAM, KOTOPbIX Thbl 3HAELLb U KOMY
aoBepsieLlb;

* Bluetooth gormxeH 6bITb BbIKNIOYEH, KOrAa Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpoBepsiTb 3TO.

Online urpsbi

CoBpeMEHHbIE OHNAaNH-UIPbl — 3TO Kpaco4Hble, 3axXBaThiBalOLLME Pa3BeYeHUs,
00beanHSALWME COTHU ThICSY YeNnoBeK Mo BCceMy MUPY. Nrpoku nccrneaytoT AaHHbIA UM
MuUp, obLuarTca Apyr C APYroM, BbINOSTHAKT 3a4aHnNs, CpaXatoTCa ¢ MOHCTpaMu n
nony4atoT onbIT. 3a y40BONbCTBME OHU NNATAT: NOKyNaKT AUCK, onnaynsaoT aboHeMeHT
nnn npruodpeTaroT Kakme-To onuuun.

Bce aTu cpeactea nayT Ha nogaepkaHue u pasBuTUe Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCSH CUCTEMbI aBTOPU3aL/MK, BbIMYCKAOTCSA HOBbIE NaTym
(umdppoBble 3annaTkn Ans NporpaMMm), 3aKpbiBalOTCS YSI3BMMOCTU cepBepoB. B noaobHbIx
nrpax CTOMT onacaTbCsi HE CTONIbKO CBOMX COMEPHMKOB, CKOJTbKO KPaXku TBOEro Maporsi, Ha
KOTOPOM OCHOBaHa cMcTeMa aBTopM3aumm BOMbLUNMHCTBA UTp.

OcCHOBHbIe COBETbI N0 6e30MacCHOCTM TBOEro UFPOBOIo akkayHTa:

» Ecnv gpyron urpok BegeTt cebs nnoxo unum co3gaeT Tebe HeNnpUSTHOCTKU, 3ab6nokupyi ero



B CMWCKe UrPOKOB;
* Moxanynca agMMHUCTpaTOpPaMm Urpbl Ha NOXoe NoBeAeHNe 3TOro Urpoka, XenaTerbHO
NPUMNOXNTb Kakne-To AoKasaTenbCTBa B BUAE CKPUHOB;

* He ykasblBan nnu4Hyto MHGOpMauuio B npodansie urpbl;

* YBaxkan gpyrnx y4acTHUKOB MO Urpe;

* He ycTtaHaBnuBaun HeouumarnbHble NaTtyv U Moabl;

* Vicnonb3yi CrioxHble 1 pasHble naponu;

 [laxke BO Bpems Urpbl He CTOUT OTKMOYaTb aHTUBMPYC. [1oka Thbl UrpaeLlb, TBOW
KOMMbIOTEP MOTYT 3apasuThb.

PULLNHT UK Kpaka NNYHBIX AaHHbIX

OGbI4HOM Kpaxken OeHer U JOKYMEHTOB CErofHs YXe HUKOro He yamsuflub, HO C pasBuTUeEM
NHTEPHET-TEXHOMOIMMI 3rI0YMBbILLITEHHUKN NEPEMECTUNNCL B UHTEPHET, U NPOOOIKAI0T
3aHUMaTbCA «NobUMbIMY» genom. Tak nosiBunack HoBasi yrpo3a: UHTEPHET-
MOLLEHHMYECTBA UMW (ULLINHT, FMaBHas Lefb KOTOPOro COCTOMT B NOMNy4YeHUn
KOHMAEHUMaNbHbIX AaHHbIX NOfib30BaTenen — formMHOB 1 naponen. Ha aHrnumnckom
a3blke phishing untaetca kak uwwmHr (ot fishing — peibHasa nosns, password — naponb).
OcHOBHbIe coBeTbl No 60pb6e ¢ pUMHrom:

» Crnegu 3a cBOUM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3rniomaHa,
TO HeobxoaMmo 3abnokmpoBaTh ee 1 CoobLNTL agMUHUCTpaTopam pecypca 06 3ToM Kak
MO>XHO CKOpeE;

* icnonb3yi 6e3onacHble Be6-CanTbl, B TOM YNCIE, UHTEPHET-MArasnHOB U NMONCKOBbIX
cucTewm;

* Micnonb3yi cnoxHele 1 pasHble naponu. Takum obpasom, ecnv Tebsi B3nomaroT, TO
3I0YMbILLITEHHUKM MOnyYaT AOCTYN TOMbKO K O4HOMY TBOEMY MPOdUIIio B CETU, @ HE KO
BCEM,;

» Ecnu Tebsa B3nomanu, To Heobxoanmo nNpeaynpeanTb BCeX CBOMX 3HAKOMBbIX, KOTOpbIe
pobasrneHbl y Tebsa B Apy3bsaX, O TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMEHN
OyaeT paccbinatbCs crnam M CCbINKM Ha PULLIMHIOBBIE CanThl;

* YcTaHoBu HagexHbI naponb (PIN) Ha MOBUnbHbIM TenedoH;

» OTKNOYM coxpaHeHue naponsd B 6paysepe;

* He oTkpbiBan havinbl 1 Apyrve BrOXeHUs B NMMCbMax Aaxe eCnun OHW MPULLNKN OT TBOUX
apy3en. Jlyyile yTouHM y HUX, OTNPaBnsny N oHn Tebe aTn dannsl,

Lindposas penytauus

LindppoBas penyTtaums - 3To HeraTMBHas Uy NO3MTUBHasS UHopmauns B cetu o Tebe.
KomnpomeTupytowas nHgopmaumsa pasmelleHHas B UHTEPHETE MOXET CePbe3HbIM
o6pa3om oTpasnTbCs Ha TBOEW peanbHou XnsHu. «Lndposasa penytaunsa» - aTo TBOM
UMUK, KOTOPbIN chopMmupyeTcs n3 nHpopmaumm o Tebe B HTEpHeTe. TBOE MeCTO
XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMOXeHMEe, OCODEHHOCTU XapakTepa 1 pacckasbl O
BrM3Knx — BCe 9TO HaKannMBaeTCs B CETU.

MHorme nogpocTKM NErkoMbICIIEHHO OTHOCATCA K Ny6nukaumm nn4yHon nHpopmaumm B
NHTepHeTe, HE NOHMMas BO3MOXHbIX MOCNEACTBUN. Thl AaXKe HE CMOXELUb AoragaTtbCs O
TOM, 4YTO poTorpacums, pasmelleHHasa 5 neT Hasag, ctana NPMYNHON oTKasa NPUHATL Tebs
Ha paborTy.

KommeHTapuu, pasmelleHne TBonx dpotorpadun v apyrue 4ercTBUA MOryT HE UCHE3HYTb
Aaxe rnocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHdopmauuio,
rnonana fiv oHa B MNOUCKOBbIE CUCTEMbI M COXPaHUMach N OHa, a rMaBHoe: YTO NogyMaloT O



Tebe okpyxatoLlee noaun, KoTopble HaKayT 1 yBUAAT 3T0. HanTu nHpopmaumio MHoro net
CMyCTHa CMOXET Ntobon — Kak 13 oOpbix NOBY>KAeHWI, Tak N C HAMEPEHUEM MPUYNHNTD
Bped. 3TO MOXET ObITb KTO YrogHO.

OcHOBHbIe coBeTbl Mo 3awuTe LM poBON penyTaLuun:

* Mogyman, npexage 4Yem 4To-TO NyOnmMkoBaTh U NnepegaBaTb y cebs B 6nore nnm B
couunanbHomn ceTu;

* B HacTpomnkax npocunsa yctaHOBM OrpaHNYeHusi Ha NPOCMOTP TBOEro Npogusia n ero
COLEePXXUMOro, caenan ero ToSbKo «Ans Apy3eny;

* He pa3smewyan n He ykasbiBan MHGOPMaLUIO, KOTOpas MOXET KOro-nmbo ockopbnsate nnm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbI€e LLKONbHMKN— aKTMBHbIE MONb3oBaTenu LumdpoBoro npoctpaHcTea. OgHako
Aarneko He BCe 3HAaloT, YTO MONb30BaHME MHOTMMW BO3MOXHOCTAMM LIMAPPOBOro Mvmpa
TpebyeT cobniogeHns npaB Ha MHTENMNEKTyanbHYy0 COBCTBEHHOCTb.

TepMUH «MHTEnnekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K pa3nnyHbIM TBOPEHUAM
YerioBeYecKkoro yma, HaumHasi ¢ HoBbIX M300peTeHNI 1 3HaKoB, 0603HaYaoLLNX
COGCTBEHHOCTb Ha NPOAYKThI U YCIYrv , U 3aKaH4MBas kKHUramm, otorpadmsimu,
KMHOUNbMaMM U My3blKanbHbIMU MPOU3BEAEHUAMN.

ABTOpCKMe npaBa — 3TO NpaBa Ha WHTENseKTyanbHyto COBCTBEHHOCTb Ha NPOU3BeAEHUS!
Hayku, nuTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNatoT B KAYECTBE rapaHTum Toro,
YTO UHTENNEKTYarnbHbIV/TBOPYECKUIA TPYA aBTOpa He GyaeT HanpacHbIM, 4acT emy
cnpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pedynbTaTtax CBOero Tpyaa, nonyynTb
M3BECTHOCTb U Npu3HaHne. HukTo 6e3 paspelleHns aBTopa He MOXET BOCMPOU3BOAUTL Ero
npoun3BeaeHne, pacnpocTpaHsaTb, MyGrMYHO AEMOHCTPUPOBATL, NPoAaBaThb,
MMMOPTMPOBATb, NycKaTb B MPOKAT, NyONMYHO UCMONHSATL, NOKa3biBaTb/UCMONHATL B 3dupe
unu pasmellaTb B MIHTepHeTe.

Mcnonb3oBaHue «nnpaTcKkoro» nporpamMmmMmHoro obecneyveHns MoOXeT npunBecTtn K MHOrMmM
puckam: OT NnoTepn AaHHbIX K TBOUM akKkayHTaM A0 6J'IOKI/IpOBKM TBOEero yCTpOIZCTBa, roe
yCTaHOBﬂeHHbIVI He neranbHaga nporpamMmma. He ctont Takke 3abbiBaTb, 4TO cyulectByeTt
neranbHble 1 BbecnnaTHble nporpamMmmbl, KOTOpble MOXXHO HaWTW B CETW.

Mo maTtepuanam canta yue6Ho-meToaNYECKMN KabuHeT www.ped-kopilka.ru



